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 Identify cyber property

 Importance of planning for cyber property

 Planning obstacles

 The Revised Uniform Fiduciary Access to Digital Assets Act

 Planning for fiduciary access to electronic communications
 Contents

 Catalog

 Cryptocurrency

 Non-fungible tokens

 Metaverse 

 The Uniform Electronic Estate Planning Documents Act
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 Electronic record in which an individual has 
a right or interest.
 May be electrical, digital, magnetic, wireless, 

optical, electromagnetic, etc.

 Does not include any underlying asset or 
liability unless it is itself an electronic record.
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 Types of Files:
 e-mail and text messages
 Photos
 Music (mp3)
 Videos
 Documents – word processing, pdf, etc.
 Spreadsheets
 Tax records and returns
 PowerPoint presentations
 e-books (Kindle, Nook, etc.)
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 Location of files:
 Computer
 Smart phone
 Tablet
 e-reader
 Camera
 Memory cards or USB flash drives
 CDs and DVDs
 Online in the cloud
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 Gaining access:
 Password or equivalent to start device.
 Password to access operating system.
 Password to open document.
 Password to access website where material 

stored.
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 Examples:
 Bank accounts
 PayPal
 Investment and brokerage accounts
 Utility bill payment (water, gas, telephone, cell 

phone, cable, and trash disposal)
 Loan payments (mortgage, car, credit cards, etc.)
 IRS and state e-filing
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 Examples:
 Client records (attorney, CPA, etc.).
 Patient records (physicians, dentists, etc.).
 Customer information databases (names, 

addresses, credit card numbers, order history, 
pending orders, etc.).
 Inventory.
 Accounts on eBay, Etsy, etc.
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 Domain Names

 Blogs
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 Examples:
 Frequent flyer points.
 Credit card “cash back” or “reward points”
 Business “points,” discounts, or vouchers.
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 1.  Make things easier for your family and 
executor when you die or become disabled.
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 2.  Prevent identify theft.
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 3.  Prevent Financial Losses to Estate
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 4. Avoid Losing the Deceased’s Story
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 5.  Protect Secrets from Being Revealed
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1.  Terms of Service Agreements [TOSA]

 May govern what happens  upon death.

 Did decedent really know or agree?
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1.  Terms of Service Agreements [TOSA]
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2.  Federal Law

 Stored Communications Act

 Computer Fraud and Abuse Act
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2.   Federal Law -- Interface with User
Agreements
 TOSAs usually prohibit user from granting 

others access to account.
 Against federal law to access account in 

violation of user agreement.
 Thus, revealing user name and password to a 

non-user and allowing that person to access the 
account may be in violation of federal statutes 
prohibiting access without lawful consent.
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 2. Federal Law -- Potential Federal Law
Limitations

 Can provider turn over without user’s
permission and not violate Stored 
Communications Act?
▪ Daftary case (2012).
▪ Ajemian case (2017).

Sahar Daftary
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 3.  Safety
 Computer or papers can be stolen.
 Encryption can be broken.
 Internet storage can be hacked.
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 4.  Hassle -- Information changes rapidly:
 Accounts opened.
 Accounts closed.
 Passwords change.
 Equipment is bought and sold.
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 5.  Uncertain Reliability of Afterlife
Companies and Ability to do What
Promised
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 1.  Primitive state statutes
▪ Remain only in Louisiana and Oklahoma

 2.  Uniform Fiduciary Access to Digital
Assets Act (2014)
▪ Fiduciaries have default access unless person provided 

otherwise in will, power of attorney, trust, etc.
▪ Defeated in 26 states; only enacted in Delaware

 3.  Privacy Expectation Afterlife & Choices Act
▪ No access unless express permission plus court order.
▪ Enacted in Virginia but later repealed.
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 Overview
 Substantial rewrite approved July 2015.
 Fiduciaries do not have default access to e-mail 

contents.
 Instead, access to contents only if the user 

consented to disclosure.
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 Endorsements
 Association of American Retired Persons 
 Center for Democracy and Technology 
 Facebook
 Google
 National Academy of Elder Law Attorneys
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Green =  enacted Blue = introduced      Gray = partial adoption

(as of 11/04/2022)
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 Fiduciaries Covered
 Personal representatives of a decedent’s estate
▪ Executors
▪ Administrators

 Agents under a power of attorney
 Trustees
 Guardians appointed by a court
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 Locate estate assets:
 Bank accounts
 Brokerage accounts
 Retirement accounts
 Real property (from tax bills)

 Ascertain creditors:
 Utilities
 Credit cards
 Mortgage
 Car note

 Locate family members and friends
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 Access to contents (what the message says) of 
electronic communications (e.g., e-mail, text 
messages, social media accounts) only if the 
person expressly consented to access. 
 Priority order for consent to access:

1. On-line tool directions.
2. Directions in will, trust, power of attorney, court order 

appointing guardian.
3. Terms of service (they may prohibit access to fiduciaries).

▪ Note: Statute appears to say court could order contents 
access regardless but providers balk.
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 Inactive Account Manager
(2013)

 Legacy Contact
(2015)

 Digital Legacy
(2021)



 The will and power of attorney should 
indicate whether you want your executor 
or agent to have access to contents of 
electronic communications.
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 I grant my executor full access to both the 
catalogue and the content of electronic 
communications sent or received by me to 
the fullest extent allowed under state and 
federal law. The e-mail addresses of these 
accounts include but are not limited to: 
___________________.
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 I grant my executor the right to receive and 
access the catalogue of electronic 
communications sent or received by me to the 
fullest extent allowed under state and federal 
law. The e-mail addresses of these accounts 
include but are not limited to: ____________. 
However, my executor has no right to receive 
access to the content of any electronic 
communication sent or received by me.
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 My executor does not have any right to 
receive the catalogue or content of any 
electronic communications sent or received 
by me [except if required to comply with 
tax laws or other legally enforceable 
requirements or obligations].
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 Access to catalogue of electronic       
communications and other digital assets is 
allowed even without express permission. 
 Catalogue information includes:
▪ Name of sender
▪ E-mail address of sender
▪ Date and time the message was sent
▪ Does not include the subject line
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 Send request to custodian including:
 Certified copy of death certificate.
 Copy of will showing express consent (unless on-line tool 

used).
 Certified copy of document granting authority (letters).

 Custodian may ask for the following before disclosing:
 Information identifying the account and linking the 

deceased user to the account.
 Court order finding that:

▪ Account belonged to decedent.
▪ Disclosure would not violate Stored Communications Act, etc.
▪ Deceased user consented.
▪ Disclosure reasonably necessary for estate administration
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 Send request to custodian including:
 Certified copy of death certificate.
 Certified copy of document granting authority 

(letters).

 Custodian may ask for the following before 
disclosing:
 Information identifying the account and linking the 

deceased user to the account.
 Court order finding that:
▪ Account belonged to decedent.
▪ Disclosure reasonably necessary for estate administration
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 Many custodians have indicated that they will 
always require a court order prior to disclosure.

 Ask custodian if they have language they want in 
the court order.

 Thus, prudent practice is to request the court 
make the necessary findings as early in the estate 
administration process as is possible. 
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 Send request to custodian including:
 Copy of power of attorney granting agent access 

authority.
 Agent’s certification under penalty of perjury that 

power of attorney is in effect.

 Custodian may ask for the following before 
disclosing:
 Information identifying the account and linking the 

incompetent user to the account.
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 Send request to custodian including:
 Copy of power of attorney granting general 

authority to act for principal.
 Agent’s certification under penalty of perjury that 

power of attorney is in effect.

 Custodian may ask for the following before 
disclosing:
 Information identifying the account and linking the 

incompetent user to the account.
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 If trustee is the original user, custodian must 
provide access to all digital assets, including 
content.

 If trustee is not the original user, there are 
parallel procedures to those for an agent 
depending on whether access is sought to 
contents or only the catalogue and other 
digital assets in the trust.
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 Guardians have no automatic access by virtue 
of being a guardian.

 With a court hearing, court may grant 
complete access.

 Without a hearing, the court may grant access 
to the catalogue and other assets (but not 
contents).
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 Must comply within 60 days.
 May charge reasonable fee.
 May disclose on paper or digitally.
 May object claiming request causes undue burden.

 If custodian does not comply:
 Custodian incurs no penalty.
 Fiduciary may obtain court order directing disclosure.
 Fiduciary’s estate bears all costs such as attorney fees 

and court costs.
 However, custodian may be liable if it does not comply 

with a valid court order.
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 1. Ascertain and document client’s intent
▪ On-line tool
▪ Will
▪ Power of Attorney
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 2.  Backup to Tangible Media
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 3.  Comprehensive Inventory – Contents
 Detailed sample form in the Appendix to the 

article.
 Storage:
▪ Trusted person
▪ Encrypted
▪ Safe deposit box
▪ Online password storage
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 4.  Provide Immediate Access to Portions of 
Digital Estate
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 5.  Will
 Do not include user names and passwords as 

they will becomes public record.
 Consider including e-mail addresses for ease of 

connecting decedent to addresses.
 Transfer digital asset upon death if transferable.
 Grant executor access to:
▪ Contents of electronic communications, if desired.
▪ Digital assets generally.
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 6.  Online Afterlife Company
 Storage for user names and passwords.
 Send messages upon death and thereafter.
 Warning: Must use due diligence to investigate. 

Can they do what they claim and will they be in 
existence when needed?
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 Determine if client owns or mines 
cryptocurrency 
 Include in client questionnaire or intake form.

 Keep records of when purchased and price
 Cryptocurrency is property, not money, so capital 

gains tax may be owed.

 Protect and transfer private key or seed 
phrase
 Make and retain secure backups.
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 Without the private key or seed phrase, the 
cryptocurrency gone forever.

 No “forgot password” option unless stored 
on an exchange rather than a wallet.
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 Safe deposit box

 Engraved on metal plate

 Hide somewhere in house or bury in yard

 Divide into sections

 Shamir Secret Sharing
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 The exchange holds your passwords and 
seed phrases.

 Access to exchange is more like a normal 
on-line account so less chance of loss.
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 A few employers and retirement plan 
providers are starting to allow participants 
to place their retirement funds in 
cryptocurrency.
 Huge risk given volatility.
 Labor Department which regulates company-

sponsored retirement plans has “serious 
concerns.”
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 Personal representative has right to access under 
Revised Uniform Fiduciary Access to Digital Assets 
Act if have access information.

 Document value of as of date of death so the 
cryptocurrency is entitled to the step-up in basis.

 Passes under terms of will (specific gift or residuary) 
or via intestacy just like other property.
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 Prudent Investor Rule

 Investment decisions made “in the context of the trust 
portfolio as a whole and as part of an overall investment 
strategy having risk and return objectives reasonably 
suited to the trust.

 Case-by-case basis.

 Corporate trustees have a tremendous hesitancy to 
invest in cryptocurrency without:
▪ express permission from the testator/settlor,

▪ a release by the beneficiaries, or

▪ authorization in a court order.
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 A unit of data stored on a blockchain that 
certifies that the digital asset is unique and 
not interchangeable.
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 Photos
 Videos
 Audio/Music
 Art work
 Gaming tokens
 Tweets
 Any other digital

file
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 The value of the NFT, similar to physical 
autographs and signatures, depends on market 
forces (no intrinsic value) just like other collectible 
items (e.g., artwork, baseball cards, coins, stamps).

 The underlying item (e.g., artwork, song, etc.) is 
still available and not owned by the NFT owner 
unless the NFT owner also created the underlying 
property.
 Example: I have my 45 rpm record of Stairway to 

Heaven autographed by Paige and Plant. This item is 
unique and has value. However, there are millions of 
copies of the classic song in the world.
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 Created on a blockchain (Ethereum is the most popular).

 The creator (e.g., artist) links NFT to the photo, video, etc.

 The NFT does not contain the IP, it just refers to the IP.

 NFT is like a “receipt” to prove true ownership.

 The creator  promises it is unique or x of y number.

 The creator promises not to create (mint) more.

 The NFT has a unique Internet address and whomever has the 
address and access to it owns the NFT.

 If the server goes off-line or is destroyed, all that remains is a broken 
Internet link.

 NFTs may contain smart contracts so the creator can get a 
percentage of future sales.
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 Scarcity
 Uniqueness
 Verifiable proof of ownership
 Ledgers record transfers of the 

work back to the original creator

 Provides creators with a 
method of monetizing their 
digital works

 Potential royalties when NFT is 
transferred
 Can be implemented in the NFT 

itself (smart contract)

Nyan Cat, Chris Torres. Torres sold a 
NFT for this GIF at auction in February 

for $790,149.
https://foundation.app/@NyanCat/nyan-cat-219
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 Everydays: The First 
5000 Days, Beeple.
 Collage of 5000 

individual pieces 
created daily for over 
thirteen years

 Sold by auction house 
Christie’s on March 11, 
2021 for $69,346,250.

https://www.christies.com/features/Monumental-collage-by-Beeple-is-first-purely-
digital-artwork-NFT-to-come-to-auction-11510-7.aspx
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 CryptoKitties
 Online trading-card game 

that allows users to buy, 
sell, and breed unique NFT 
kittens.

 Developers coined the 
term “Non-Fungible 
Token”

 This kitten, Dragon, was 
sold in 2018 for $172,000.

https://www.theverge.com/22310188/nft-explainer-what-is-
blockchain-crypto-art-faq
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NBA Top Shot
MLB NFTs

Lebron James: Dunk From the Top,
sold for $208,000 

https://nbatopshot.com/listings/p2p/a494c64e-9e93-418c-8934-
f331ee47a39b+768166e3-f4bb-4395-9b48-4c545aebc95c

Lou Gehrig’s “Luckiest Man” speech 
sold on July 4, 2021 for $70,400.

https://www.mlb.com/news/mlb-strikes-long-term-deal-as-first-
nft-partner-of-candy-digital
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Bored Ape Yacht Club Corvette Z06
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 Securing/Authenticating Physical 
Assets
 Personal Property

▪ Cryptokicks
▪ Nike has patented a system for using NFTs to 

protect against counterfeit shoes.

 Real Property
▪ NFTs could hypothetically be used to secure 

real property transactions as a new form of 
recording system.

 Life Insurance Records
▪ Metlife uses blockchain to track claims and 

prevent fraud.

 Electronic Will Storage
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 Personal representative has right to access 
under Revised Uniform Fiduciary Access to 
Digital Assets Act if have access 
information.

 Document value of NFT as of date of death 
so NFT is entitled to the step-up in basis.
 Unlike cryptocurrency, there is no established 

market so this will be extremely difficult.
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[same as cryptocurrency discussion]

 Prudent Investor Standard = Investment decisions 
must be made “in the context of the trust portfolio as 
a whole and as part of an overall investment strategy 
having risk and return objectives reasonably suited to 
the trust.”

 The value of NFTs is extremely volatile.

 Trustees should be very hesitant to invest in NFTs 
without express permission from the settlor, a release 
by the beneficiaries, or authorization in a court order.
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 NFTs may raise Environmental, Social, and 
Governance concerns due to:
 Large amount of energy needed for their 

creation, and
 Association with funding of illegal activities and 

money-laundering.
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[same as cryptocurrency discussion]

 Ask client if client owns (or intends to purchase) 
NFTs.
 Include in standard client questionnaire

 Recognize that client’s ownership of just one NFT 
could equal a taxable estate.

 Protect and transfer private key, seed phrase, 
and other information needed to access the NFTs.
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 Carefully track price paid and amount 
received when sold so that capital 
gains/losses can be properly computed.

 Many clients purchase NFTs with 
cryptocurrency so the purchase event itself 
triggers a capital gain or loss.
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 Consider holding in an entity such as an LLC
 Easier to transfer LLC interests compared to a 

blockchain transaction.
 Transfer tax discount as LLC interests may be 

minority or lack of marketability.
 Asset protection.
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 Do not link to copyrighted work without 
permission from the copyright holder.
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 NFTs could be subject to federal security 
laws.

 NFTs could be deemed commodities 
subject to regulation by the Commodity 
Futures Trading Commission.
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 A network of 3D virtual worlds focused on 
social connection.
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 Law Firms
 Client meetings

 Business
 Buying and selling real-world property
 Meetings and conferences

 Entertainment
 Concerts
 Sporting events
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 Accessed via high-quality virtual reality 
headset rather than a traditional gaming 
headset, computer, or TV screen.

 The virtual realities are expanding from 
being game- or company-specific to being 
interactive and networked.

 The goal is to have one place from where all 
virtual worlds can be accessed.
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 Virtual assets may be bought and sold with 
cryptocurrency.

 Virtual assets are often represented by 
NFTs which provided a guarantee of 
ownership.
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 Investors are paying millions of dollars for 
plots of virtual land in the metaverse.

 Huge uncertainty whether these 
investments will actually have any value.

 For example, you can buy your own address 
in the virtual world if no one has already 
purchased it. https://tiliaverse.com/. 
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https://tiliaverse.com/


 Inquire about ownership of virtual assets.

 Plan for transfer at death and management 
upon incapacity.

 Similar concerns regarding passwords, seed 
phrases, prudent investment, etc. as with 
cryptocurrency and NFTs.
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 Increased number of clients will own virtual 
property.

 The value of virtual property is likely to 
remain extremely volatile.
 Application of “Greater Fool Theory.”

 Litigation will increase due to uncertainties.
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 Keep informed and be ready to adapt.
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 Approved by Uniform Law Commission
 July 13, 2022

 Final Version After Style Review
 September 28, 2022



 Erroneous belief that Uniform Electronic 
Transactions Act would cover electronic 
signatures on unilateral electronic estate 
planning documents.

 UETA applies only to “transactions.”

 True, UETA does not prohibit electronic 
signatures on unilateral documents, but it 
does not authorize them.



 Attorneys were having clients sign unilateral 
estate planning documents electronically but 
without direct authority to validate the 
signatures.

 Attorneys desired the convenience of permitting 
clients to sign these documents electronically.



 A proposed simple solution was to amend 
the UETA to make it expressly apply to 
unilateral documents.



 Lack of uniformity if some states adopted 
the amendment and others did not.

 Fear of loss of interface with Federal e-sign 
laws.



 Create a “mini-UETA” designed to validate 
electronic signatures on unilateral estate 
planning documents.



 Structured in similar manner to UETA.

 Narrow scope – validate electronic signatures 
on electronic documents.

 No comprehensive coverage of validity 
elements, revocation, interpretation, etc.
 Unlike the Uniform Electronic Wills Act which is 

designed to provide comprehensive coverage of e-
wills.



 The signer does not need to specifically 
indicate consent to using an electronic 
signature as the signer must do for 
transaction documents under UETA.

 It is obvious that the signer is consenting to 
use an electronic signature because the 
signer is using an electronic signature.



 Comprehensive list intended to include the 
common non-testamentary estate planning 
documents. For example:
 Trusts and related documents
 Financial powers of attorney
 Advance directives and similar documents
 Powers of appointment
 Guardian declarations
 Disclaimers
 Body disposition documents



 The following documents are not within the 
Act’s scope:
 Wills and codicils
 Real property deeds
 Certificates of title for motor vehicles, watercraft, 

and aircraft

 States are invited to include or exclude 
documents according to their legislative 
policies.



 The Act is restricted to records readable as 
text following the lead of the Uniform 
Electronic Wills Act.



 The Act does not require an enacting state to 
authorize remote signing of witnesses if the 
validity of a document is dependent on 
witnessing.

 However, the Act includes optional language 
for states that desire to permit remote 
witnessing where the witnesses appear via 
electronic presence rather than being 
physically with the person who is 
electronically signing the document.



 If a state desires simultaneously to enact 
the UEWA, it may be included as Article 3.
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